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ANNOTATION

Turchak AV. Mechanisms for ensuring information security as a component
of state security of Ukraine. Manuscript.

Thesis for a Candidate of Science Degree in Public Adminmsiratpecialty
25.00.02- mechanisms of public administratidninstitute of Training of the State

Employment Service of Ukraine. Kyiv, 2020.

In the dissertation the substantiation of formation and development of
mechanisms of providing information sedyras a constituent of state security of
Ukraine and elaboration of practical recommendations to the authorities on their
implementation were made. The author defines the author's definition of
information security- not only as a state of protection ofethinformation
environment and resources, satisfaction of information needs of citizens, society
and the state, but also the protection of the rights of subjects of information legal
relations from negative external and internal factors that pose a tloeat t
confidentiality, integrity and accessibility. information, the use of which will
enhance the validity of state information security policy.

Theoretical and methodological approach to understanding the essence @
the interaction of state information seityipolicy and state policy in the field of
cybersecurity, which, unlike the existing formally defined in national legislation,
provides for the consideration of state policy in the field of cybersecurity as an
integral state specific policy, which shouldclude a number of areascyber
defense, cyber defense, cyber intelligence, counter cyber fraud, cyber terrorism
cyber espionage systematizing and streamlining measures to ensure publi
information security policy. The analysis and generalization of est
international experience, first of all of the EU and US countries, on the formation
and implementation of mechanisms for ensuring the state information security
policy, as well as developing its priority directions of development, relevant

national nechanisms in Ukraine, including: providing access to data; creation of
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national information potential; use of information resources in national interests;
creation of a common data protection system; promoting international interaction
in the field of commnication and information; guarantee of information state
sovereignty; development of information infrastructure, which is expedient for the
development (adjustment) of the legislation of Ukraine in this field, first of all the
Strategy of cybersecurity dfkraine and the Law of Ukraine "On the basic
principles of providing cybersecurity in Ukraine" and others.

In addition, the list of threats to information security was further developed:
monopolization of the information sphere by national and foreiggawdhic
structures; blocking the work of stat&vned media in informing Ukrainian and
foreign citizens; shortage of professional staff; inefficiency of mechanisms for
ensuring the formation and implementation of state information security policy;
unauthorzed access to information; negative impact on information resources and
the information infrastructure in general; insufficient awareness of the population
abroad about conducting foreign and domestic political activities of the country;
dissemination ofdlse information about Ukraine's foreign and domestic policy;
the influence of the informational nature exercised by foreign political, economic,
military and information structures on the development and implementation of the
foundations of the externahd internal character of the political segment of our
country; restriction of freedoms experienced by Ukrainian citizens and legal
entities within the information sphere abroad.

Keywords: state, public administration, information, information and
communicéion technologies, security, state security, national security, information

security, mechanisms for ensuring information security.
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3. 1. 1 Oftcso OHY Jdzdz" © ULVGtO  dg CtcOh
fsdz'" sdS¢d WistcdzsOy ' 2 dats’ BJLYJSCC

I J Y Oodzj EZftcOodz' dzdz? ISOC B8 MWGBHES W
90etsBd~ HJWYOodzdrm WEMRS Yy 2. BtsG o @k
MeBtcHddzso Odzz dzOy' sdzOdzt dzz MistcOIlsj ¢ ¥ ¢
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dzts te 3O I ieoCatss o d 3, gl st RO Y R gl s dzts € ¢ a
HEC kg desOy' 2dedds ' toj mMzehad @ (086 j LHa
My emlsOodwisd LOCtesLd ' daiBjLfiSd 'L

1 4 BB~ ' HdzS ofmMj B Ydzts HjlsOdz' L 2o Olsd i to
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BJLYTJSCC.

| Bdztse dzt=¥ talfgLsasd IsC 2 o' Y dzOtetsH dzts’™ | € ts dat
dzy dzdhj JSEtdesdy ydzz yOfgtetiigOdedgy " B EH OB

Odzj 2?2 Wtted3dzo Odzdz? ° tosLBERZHBS9 O ddtedsd » ¢
B 3y ZOtesHddE Mlsshmkzds O0n, O kOS opdOhsa t
AW st dsO Yyt 2 dats BjLH JjSCd. 1 " H dB3' Y dzOtets

fesfsdz 5! v tsLbkd sd fMNdMlsjdz Hedss
TOEOCkjtelk O o' HitSe HddR ' dMisdlkzy' d
gk bkdkse, LO WwCgRORdpulstss gy Mg o
COEOdsk’ Is! v &y ddo ' ! o' d dzs ©B O
LORdMblE &OyY' tdOd ddr jCtds® ydds ° d
B 3 dzOte s H dzts i Cdsds ydzs” BijLfjCd &
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140

BJLJjtojtoodzsegts * CwdemlstckzCIsdo dzsets ' daW tst
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dzt HiN' C BB CtRSL [ Odz' fJtotsBdzy BB, L O o d¢ dz¥
Ctsdzj Slsdodatss BiLYjSCtE, LOd&]h Odkdmw 1§ L
PtewnH' 9, ISOC ' & ) &OtwsHddr BceOd L OY' :
w dzdhj E Htekze' 2 f sdztse ddz XA s amdztisqgz’ d
CdzsB Odz! dzO@ ' deWtcOMstezCIsztc® B ) dzZOtctsH dats

fosBdzy A3 3 ) dzOtetsH dzts”’ My oftcOyY"' , hts
f ' HotSH' ' 9 9 HMdsmMdzs tBdz Hjtey Oo d z o
fsdz Isdy' . uv0O¢, odnr tsHiwaydz dzv tolds®’ ' |sid® s s 2

cgovernancee, dzOWw o dz' Mmlis fjJodtsects dzOB s
fjtojlsotstet 9 Odzd HJjtYOolkz L ftetso' HdzBG s G
yomdzdcO [ 167].

cSChts cesottcdlsd s L ORdMmls o H " odafm
fsCdzd S Odzedr BROd f 2dzt 9 Olsd dzs HY BB L OH dz¥
LORdMmdzedr LOMtsB' 8 ‘' HBsoatsdz daj ftotsfilsdd3
[JHd2zdd3 L t'h jdzd HOdsS L OHOY' e’ SHC
LOMmtsB ' &8 Mtsy' Odz' dats’ ‘A J daideY o dzj dddas  dg@
fsdz' Isd¢d ' det stedsOy’ 2 dzts’ BJLYJSCd tStcc Ode
HOdzz Y sdz' sdSkz yd d3os s dzy dzOdzj 3 dzlz G s d
sBtsoovwLEC & [186].

1odyuo2dets, yj?2 d&KBjlstsH BO' fjodz o] tc]
f"  Hfted  d3Mmlisoe, stsy Hd&W BOGEOI! sn Btce Odz
dzj f tetsmilsts L dzO2Isd WOR' 9y o, htsB fftetso j Ml

I8 HY)jJlbdzddz 90Ot Odzlstsdz Hdzw M JqotsCtsE s
SociatEngi neer Tool kit ( SET) , H s lf BOifated 2
ftoesctcOdRRdzd?2 L OM" B HO' L Bselz tWHBo SR
tej X dd odSEtsdzOlIsd ftesmis® OlsO¢d L L Ofmls
fitejdz Ck dBsydzdestsiisj 2 HOdzEE B L OMlstsmiz
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J Gff dzs2IsO H dzw BtcOkzL JtcO Metasploit, a3,
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dzj ©Otclsts L OBlzo Olsd, hs y' Yy LOMtsBd fH
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CoOdz’ W' COy' 2desets to" adg" HtoOY oadzd S o
Btstesls! Bd L OoltdikOlsdL soa OQdzddzd L OMmMsB Odzd
fJteJHBOYO' L H' 2Mdzj dedgv d2OMlskzf dzdr CtoC

1. 1 dL dzOydisd fto' stedlsj lsda, ' adfts@isg@®y W73
028" dz2 h' dOmMd HEd.

2. 1 jtojo" ' teWisd MYy  otctsB ' IsdedC ' o, tctsB sl
el MteMOd3d, L OMlstsmbkzo Odzdzgv &3 L OMtsB ' 8 MY
3. uWtstedszo Old Lol htsHE kMY ' h dtshls

LOMtsB ' 9.

4. ) jtejedv dzgkelsd ftsd sdSk BjLYjSd Gtod
(wWehts dzO B jtejHd B Ctetsy’ odwe dzj dats

5 ltcsotsHdIsd L Odgwislsw L ftcOy' oaded C O3
Lsods Ndg' 2 Ctsdzelsj Cfls BsteeOdz L Oy*

6. 1 syddzO® yd L Htckze et EstoaXlda, Ugj2c i

AJ2 Odze stedIsd3 dzj odt' hiz* " d3ts

WsteBOY' 2 detss BjLYjCss, Odzj ©OLGBAE 'L
fdzOB Cdn & My! ° del¥ SteB30 4 s & dafg dzd I d I tizf) 3 Iz
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CdeW ste 3Oyt 2 dats’ BJLYJ S, ftcOo stsh stotsdzy
mMfsmMeed tMdrBdse’ ydsets sfdzdolz SO 9 HOC
cS Mo Hydls: f tc OXlcddS Oz, L CzOR By Ondzd A J
Hisfistse ' tcdets ftotsOdzOdz' L o Olsd G dzde ddz Bisl
fsojJH dg¢d tsBO ' Cls' 9, hts fosrnBHW IS L
tetsL h z2C tso d dzd mMf cOo Odzd , BJL we' mMdztsG ts
fdr cdast " @3j - Odz’" L d&3' o Is O-f figgfsdsts/dzts @, y ddg & 1
ftcsyJ M o. l esls fmMdrBsdzse’ ydddz OmMYy J ¢
BJLYJSCd ftoOostsntstotsdedzd d3d tStee OdzOBBd  dzd
Hdo dzv ydm: dz© Isj, "t HiW' ydls Mmymlsy "Qdz d

HiSL o sdzw ° fcOotstsatstesdzyv 3 W& " Mdes L H' 21
[139].

{ Hdzd O3 ‘L f totsB dzj d3dzd ~ Oomyf jCIs' o ]
CdeW st dzOy " 2 dats’ BJLYJSd HjtyOod ftosy

9COLOIsBE Stdzlsj SMmls' & bJi,jte'hhsd Riccsygd
ftcOC Isd ydzd = Hisfdz' H Y j dedav - d3ts ) dzO o dts@
fMdrdse’ Yydsets sl ' dz (fesW 02 dz' dz6 Iz
f Hodh jdedzw jWjiCldodesfls' ftetsW jfm' 2des’
[ 76, f. 237].

4 zyOmdz HBoRL B2Pldedetz’ ZIsjted3s” dzz ¢ f tetsW
5B 0 ‘ H dzO dadzv fMdrdse " ydzd n BjIstsH " o *
HdMfsLdy' 2dets’ fbststesdd chsedMmissmis’ 50O

shdats o ° OdzOdz' Lz dzO2B " dzr " ' daW sted3OIs d o dzo
L s dgsmls dzj © j B Odz' dzts ' 9 J teB Odz! dzfts’ i
toj Odz' L Oy L dzsyd dzgdetse s H ' W dzdgW LOBj LY

Isd ted3’ dzlz, HsLotsdwe yd M dzOHOILd f Mdn- tdzts
[ 76, f. 239].

liBsyddots jWjClkdoddsti sismO®e Plstf j Wi dddg
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it sLB' ydg Mis! -f tdBdctEzOsdo dg®L d o MW j tc'
Is @3dzd y ' , Ctedf stsctcOW " ydesets IsO Isjndz yd
tctsL di3d o O azd 3 O Hftseo "  HOdz dztsflis” h SHt
MdCtejlsdzgdr HBCERI ' 9, O OSCBY tkzh iz
HsMisEf 2 HB OSCdr HESC EZd3j dzls' gd fydejClapdz’ H Y
o dlssClk ‘dWBehkOy' = L BB&iNJdddB HMsEY
[28].
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‘dzlsj ctclzo Olsd MW -lsi jsdzj Soas dsizeddd OCYO P 'ddsdzd = M d M ls
LOMlssmMize Odzdesin Ot plsded ™ dEeds Odz' o ff s9 d dzdz
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Jlosinka
0/10 BIPOBAIKEHHA PE3YNRTATIB INCEPTALIHHOND I0CALUKENHA acTipaHTKH
IHCTHTYTY NIATOTOBKY Kaapis Aepxanoi cyxOu saiinarocti Vipainn Typuak Axun
Bacunisun Ha Temy: «Mexanizmu 3a6eanesienns ingopmauiiinoi Gesnexi Sk
cknanosoi gepaasnol Geanexn YipalHu»

Peaynutati Anceprauifinoro pocniukenns acnipanta xadeapu myGniunoro
ynpastinKA Ta aaMinicrpysanis [HCTHTYTY NiArOTOBKH Kaapis acpxasHol cryxGu
safinaTocti Yipainn Typuak Annu Bacunisam xa temy: «Mexaniamn sabesnesicHnn
ingopmaniiinoi Geaneku sx cknanosoi nepxasHol Gesnexn Yipaiwm» na 3n06yTrs
HAYKOBOTO CTYNICHA KAHAWIATA HAYK 3 JACPKABHOIO YNPamliHHA 3a creuiansHicno
25,00,02 ~ MexaHiaMM JCPKABHONO YNPAamIiHHA BOPOBAUKEHI B JAIBHICTL
Jlenapramenty  indopmanifino-xomynixauiftmuex rexnonorii  Kuiscekol Micsxol
pepkanol anMinicrpauil, Jokpema w0 MOCANOBHOCTI eranis 3abesnedenns
indopmauifinoi Gesnexu, N0 AKX BUIHECEHO: CTBOPEHMA IMTEpeCis, 3aXMCT AKNX
sabeaneqyBaruMeThes;  BHAB | nepeabayenns 3arpos JUIA KHTTCBO BRAIMBHX
inTepecin BHYTPIINLOrO i 30BHILINLOrO THIY; GOPMYBAHHA KOMIUIEKCY 3aXOiB Nno
npotHeToAHHI0  Hebeanekas; ycywenns Hebeanex; peanisauis saxonis  no
pianonnenio pocrarnsol edexrusnol pisnsHocTi 06 exrin Geanexu.

Taxox 3acayroByloTh Ha ysary po3poOieni acnipanToM HANPAMH MUABKHILCHHS
OXOPOHHM  JICPKABHMX  TACMHMUL, IO BKAIOMAIOTH:  BU3HaveHns  3acobamu
HOPMATHBHO-TIPABOBHX AKTIB NOCHIOBHICTH CTROpIOBaNHS Ta 3acTocysanns ITC s
inTepecax nNpoBaukeHHs  Ail, nNOB'MIAMMX i3 JACPKABHHMM  TRCMIMLAMM,
poIpoliicHHs Ta NIUEHIIS CAMHMX NPOrPAMHO-ANApaTHHX KoMmiuiekcin 3acobis
saxmuery indopmauir,

Jlupextop : IOpiii HA3APOB
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